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(i)

(i)
(i)

Use a Vigenere cipher with keyword BCDE to encrypt the plaintext mes-
sage FINALLY.

Let M = cqcacs ... cp be a message which is a sequence of letters from the
alphabet {A,B, ... ,Z}.

(a) What is the definition of the coincidence index of M?

(b) If M is typical English text, stripped of spacing and punctuation
and written in capital letters, approximately what value would one
expect for the coincidence index?

(¢) If the sequence M were generated by choosing successive letters
independently with all letters having equal probability of being cho-
sen each time, what would be the expected value of the coincidence
index?

(d) What is meant by the decimation of M with period m and index r?

An intercepted message M is reliably known to have been encrypted with
a Vigenere cipher. Describe (in a few sentences) a strategy for decrypt-
ing M using decimations and coincidence indexes.

Find the order of 3 modulo each of the primes 11, 13 and 19, and use the
information to find the residue of 32°°® modulo 2717. You are given that
2717 =11 x 13 x 19.

Recall that the Fibonacci numbers F,, are defined by the rules that Fy = 0,
Fy =1and F,41 = F,, + F,,_1 for all n > 1. Use induction to prove that
for all positive integers n,

F,n F,\ _ (0 1\"

F, F,.1) \1 1) °
Show that if p is a prime number and ¢ an integer such that 2 = 1
(mod p), then either ¢t =1 (mod p) or t = —1 (mod p).

Let p = 2k + 1 be an odd prime number and b a primitive root modulo p.
(a) Show that b* = —1 (mod p).
(b) Recall that if n is a nonzero residue modulo p then log, ,(n) is a

number i such that n = b° (mod p). Show that n* = 1 (mod p) if
logy, ,(n) is even, and n* = —1 (mod p) if logy, ,(n) is odd.
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3.

(i)
(i)
(i)

(4id)

Use the extended Euclidean algorithm to find the inverse of 1541 modulo
5003. (Working must be shown.)

Suppose that n is a positive integer. Prove that for all integers a, b, ¢, d,
if a = ¢ (mod n) and b = d (mod n) then ab = ¢d (mod n).

Given that 658627 is the product of two distinct prime numbers and that
¢»(658627) = 657000, find the prime factors of 658627. (Here and below
¢ denotes the Euler phi function.)

Suppose that an RSA user’s public key is (65, 5).

(a) Determine the private key.

(b) Encrypt the message [3,20, 4] using the public key.

Compute the residue of 5! modulo 23, and determine ordas(5).

Suppose that you are a user of the Elgamal cryptosystem and that your

public key is (p, b, k) = (23,5,10) and your private key is m = 3.

(a) Check that the necessary relationship between the private key and
the public key is indeed satisfied.

(b) You receive the message (2,[7,16,9,11]). Decrypt it.

(a) There is a theorem that says that if a and b are positive integers
then there exist integers r and s such that ra + sb = ged(a,b). Use
this to prove that if a|bc and ged(a,b) = 1 then alc.

(b) Show that if a|m and bjm and ged(a,b) = 1 then ab|m.

Let a and b be positive integers with b < a, and let ¢ be the residue of a
modulo b. Assume that ¢ # 0, and let d the residue of b modulo ¢. Show
that d < 3b.

Suppose that n is a positive integer with ¢(n) = 8.

(a) Show that if p is an odd prime divisor of n then p = 3 or p = 5.

(b) Find all the possible values for n.

Let p = 601, a prime number, and let S = {1,2,...,300}.

(a) Show that if i € S then there exist € € {1,—1} and j € S such that
3i =¢j (mod p).

(b) Show that if j € S then there exist ¢ € {1,—1} and ¢ € S such that
ej = 3i (mod p).

(c) Show that if 4, j and € satisfy the conditions in Part (a) then e = —1
if 101 <17 <200, and € = 1 otherwise.

(d) Show that HS(?)Z) = (—1)t00 Hsj, and hence that 33°° = 1 (mod p).
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End of Examination Paper



