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<latexit sha1_base64="wqta8BRfGee+zfi7bPNNEqx83Q4=">AAACCHicbVDJSgNBEO2JWxy3UY+CNAYhooaZGJdLIOjFYwSzQDIJPZ2epEnPQnePZBhy8+SneBIUxKu/4Mm/sbMcNPFBweO9KqrqOSGjQprmt5ZaWFxaXkmv6mvrG5tbxvZOVQQRx6SCAxbwuoMEYdQnFUklI/WQE+Q5jNSc/s3Irz0QLmjg38s4JLaHuj51KUZSSW1j380OTuKjYtzKn8ICHLTO4DG08nAAT2G/aLaNjJkzx4DzxJqSDJii3Da+mp0ARx7xJWZIiIZlhtJOEJcUMzLUm5EgIcJ91CUNRX3kEWEn4z+G8FApHegGXJUv4Vj9PZEgT4jYc1Snh2RPzHoj8T+vEUn3yk6oH0aS+HiyyI0YlAEchQI7lBMsWawIwpyqWyHuIY6wVNHpukrBmv15nlTzOesid35XyJSup3mkwR44AFlggUtQAregDCoAg0fwDF7Bm/akvWjv2sekNaVNZ3bBH2ifPyHMlWA=</latexit>

f(x, y) = y2 � 4x3 + 12x� k = 0

Elliptic Curves



<latexit sha1_base64="O8d/glzvTwHP+yXbeD0bc0Poflk=">AAAB6XicbVDJSgNBFHwTtzhuUY9eGoPgKcwILhcx6MVjAmaBZJCezpukSU/P0N0jhJAv8CQoiNd8jB/gQfwbO8tBowUPiqp6vCVMBdfG876c3NLyyupaft3d2Nza3ins7tV1kimGNZaIRDVDqlFwiTXDjcBmqpDGocBG2L+Z+I0HVJon8s4MUgxi2pU84owaK1Ur94WiV/KmIH+JPyfFq3f3Mh1/ujb/0e4kLItRGiao1i3fS00wpMpwJnDktjONKWV92sWWpZLGqIPhdNERObJKh0SJsiUNmao/O4Y01noQhzYZU9PTi95E/M9rZSa6CIZcpplByWaDokwQk5DJ1aTDFTIjBpZQprjdlbAeVZQZ+xvXtV/wF2/+S+onJf+sdFr1i+VrmCEPB3AIx+DDOZThFipQAwYIj/AML07feXJenbdZNOfMe/bhF5zxN5K6kCw=</latexit>

P

<latexit sha1_base64="wIM6ALUk1cmQe6xrO1e2VbBlc44=">AAAB6XicbZDLSsNAFIZPvNZ4q7pUJFgEVyURvCyLblw2YC/QhjKZnrZDJ5MwMxFK6NKVK0FB3PoSfQ9XPoMv4fSy0NYfBj7+/xzmnBMmnCntul/W0vLK6tp6bsPe3Nre2c3v7VdVnEqKFRrzWNZDopAzgRXNNMd6IpFEIcda2L8d57UHlIrF4l4PEgwi0hWswyjRxvL9Vr7gFt2JnEXwZlAoHY3878fjUbmV/2y2Y5pGKDTlRKmG5yY6yIjUjHIc2s1UYUJon3SxYVCQCFWQTQYdOqfGaTudWJontDNxf3dkJFJqEIWmMiK6p+azsflf1kh15zrImEhSjYJOP+qk3NGxM97aaTOJVPOBAUIlM7M6tEckodrcxrbNFbz5nRehel70LosXvlco3cBUOTiEEzgDD66gBHdQhgpQQHiCF3i1+taz9Wa9T0uXrFnPAfyR9fEDIiGQlw==</latexit>

Q

Elliptic Addition



<latexit sha1_base64="O8d/glzvTwHP+yXbeD0bc0Poflk=">AAAB6XicbVDJSgNBFHwTtzhuUY9eGoPgKcwILhcx6MVjAmaBZJCezpukSU/P0N0jhJAv8CQoiNd8jB/gQfwbO8tBowUPiqp6vCVMBdfG876c3NLyyupaft3d2Nza3ins7tV1kimGNZaIRDVDqlFwiTXDjcBmqpDGocBG2L+Z+I0HVJon8s4MUgxi2pU84owaK1Ur94WiV/KmIH+JPyfFq3f3Mh1/ujb/0e4kLItRGiao1i3fS00wpMpwJnDktjONKWV92sWWpZLGqIPhdNERObJKh0SJsiUNmao/O4Y01noQhzYZU9PTi95E/M9rZSa6CIZcpplByWaDokwQk5DJ1aTDFTIjBpZQprjdlbAeVZQZ+xvXtV/wF2/+S+onJf+sdFr1i+VrmCEPB3AIx+DDOZThFipQAwYIj/AML07feXJenbdZNOfMe/bhF5zxN5K6kCw=</latexit>

P

<latexit sha1_base64="wIM6ALUk1cmQe6xrO1e2VbBlc44=">AAAB6XicbZDLSsNAFIZPvNZ4q7pUJFgEVyURvCyLblw2YC/QhjKZnrZDJ5MwMxFK6NKVK0FB3PoSfQ9XPoMv4fSy0NYfBj7+/xzmnBMmnCntul/W0vLK6tp6bsPe3Nre2c3v7VdVnEqKFRrzWNZDopAzgRXNNMd6IpFEIcda2L8d57UHlIrF4l4PEgwi0hWswyjRxvL9Vr7gFt2JnEXwZlAoHY3878fjUbmV/2y2Y5pGKDTlRKmG5yY6yIjUjHIc2s1UYUJon3SxYVCQCFWQTQYdOqfGaTudWJontDNxf3dkJFJqEIWmMiK6p+azsflf1kh15zrImEhSjYJOP+qk3NGxM97aaTOJVPOBAUIlM7M6tEckodrcxrbNFbz5nRehel70LosXvlco3cBUOTiEEzgDD66gBHdQhgpQQHiCF3i1+taz9Wa9T0uXrFnPAfyR9fEDIiGQlw==</latexit>

Q

<latexit sha1_base64="xJxwAasM2wB2uICuGvK2HKF7iGQ=">AAAB63icbZDLSgMxFIbP1Fsdb1WXigSLIAhlRvCyLLpx2aK9QDuUTJq2oUlmSDJCGbp06UpQELe+Q9/Dlc/gS5heFlr9IfDx/+eQc04Yc6aN5306mYXFpeWV7Kq7tr6xuZXb3qnqKFGEVkjEI1UPsaacSVoxzHBajxXFIuS0Fvavx3ntnirNInlnBjENBO5K1mEEG2vdlk7KrVzeK3gTob/gzyBf3B+Vvx4ORqVW7qPZjkgiqDSEY60bvhebIMXKMMLp0G0mmsaY9HGXNixKLKgO0smoQ3RknTbqRMo+adDE/dmRYqH1QIS2UmDT0/PZ2PwvaySmcxmkTMaJoZJMP+okHJkIjfdGbaYoMXxgARPF7KyI9LDCxNjruK69gj+/81+onhb888JZ2c8Xr2CqLOzBIRyDDxdQhBsoQQUIdOERnuHFEc6T8+q8TUszzqxnF37Jef8GJ66RJg==</latexit>

P +Q

Elliptic Addition



<latexit sha1_base64="TXFdgCjuJX4wEEqVkn9MJr4EObQ=">AAAB6XicbZDJSgNBEIZr4hbjFpebl8EgeAozgsvNgAc9JmIWSIbQ06lJmvT0DN09QhzyBJ4EBfHq3afwDTx59E3sLAdN/KHh4/+r6KryY86UdpwvK7OwuLS8kl3Nra1vbG7lt3dqKkokxSqNeCQbPlHImcCqZppjI5ZIQp9j3e9fjvL6HUrFInGrBzF6IekKFjBKtLEqN+18wSk6Y9nz4E6hcPFx/331vpeW2/nPVieiSYhCU06UarpOrL2USM0ox2GulSiMCe2TLjYNChKi8tLxoEP70DgdO4ikeULbY/d3R0pCpQahbypDontqNhuZ/2XNRAfnXspEnGgUdPJRkHBbR/Zoa7vDJFLNBwYIlczMatMekYRqc5tczlzBnd15HmrHRfe0eFJxC6USTJSFfTiAI3DhDEpwDWWoAgWEB3iCZ6tvPVov1uukNGNNe3bhj6y3H2/VkM0=</latexit>

R

<latexit sha1_base64="n1y21ToVPNtJ2qV7+j15l3S2hzw=">AAAB6nicbZA7SwNBFIXvRhPj+opa2gwGwcawK/goF2wsYzAPSJYwO5lNhszOLjOzQljSWlkJCqKlpf/Gyh9i7+RRaOKBgY9z7mXuvUHCmdKO82XlVlbzhbXiur2xubW9U9rda6g4lYTWScxj2QqwopwJWtdMc9pKJMVRwGkzGF5N8uYdlYrF4laPEupHuC9YyAjWxqqd1LqlslNxpkLL4M6h7BXevsXHfb7aLX12ejFJIyo04Viptusk2s+w1IxwOrY7qaIJJkPcp22DAkdU+dl00jE6Mk4PhbE0T2g0dX93ZDhSahQFpjLCeqAWs4n5X9ZOdXjpZ0wkqaaCzD4KU450jCZrox6TlGg+MoCJZGZWRAZYYqLNcWzbXMFd3HkZGqcV97xyduOWPQ9mKsIBHMIxuHABHlxDFepAIIQHeIJni1uP1ov1OivNWfOeffgj6/0HTnSQng==</latexit>

�R

Inverse



<latexit sha1_base64="TXFdgCjuJX4wEEqVkn9MJr4EObQ=">AAAB6XicbZDJSgNBEIZr4hbjFpebl8EgeAozgsvNgAc9JmIWSIbQ06lJmvT0DN09QhzyBJ4EBfHq3afwDTx59E3sLAdN/KHh4/+r6KryY86UdpwvK7OwuLS8kl3Nra1vbG7lt3dqKkokxSqNeCQbPlHImcCqZppjI5ZIQp9j3e9fjvL6HUrFInGrBzF6IekKFjBKtLEqN+18wSk6Y9nz4E6hcPFx/331vpeW2/nPVieiSYhCU06UarpOrL2USM0ox2GulSiMCe2TLjYNChKi8tLxoEP70DgdO4ikeULbY/d3R0pCpQahbypDontqNhuZ/2XNRAfnXspEnGgUdPJRkHBbR/Zoa7vDJFLNBwYIlczMatMekYRqc5tczlzBnd15HmrHRfe0eFJxC6USTJSFfTiAI3DhDEpwDWWoAgWEB3iCZ6tvPVov1uukNGNNe3bhj6y3H2/VkM0=</latexit>

R

<latexit sha1_base64="n1y21ToVPNtJ2qV7+j15l3S2hzw=">AAAB6nicbZA7SwNBFIXvRhPj+opa2gwGwcawK/goF2wsYzAPSJYwO5lNhszOLjOzQljSWlkJCqKlpf/Gyh9i7+RRaOKBgY9z7mXuvUHCmdKO82XlVlbzhbXiur2xubW9U9rda6g4lYTWScxj2QqwopwJWtdMc9pKJMVRwGkzGF5N8uYdlYrF4laPEupHuC9YyAjWxqqd1LqlslNxpkLL4M6h7BXevsXHfb7aLX12ejFJIyo04Viptusk2s+w1IxwOrY7qaIJJkPcp22DAkdU+dl00jE6Mk4PhbE0T2g0dX93ZDhSahQFpjLCeqAWs4n5X9ZOdXjpZ0wkqaaCzD4KU450jCZrox6TlGg+MoCJZGZWRAZYYqLNcWzbXMFd3HkZGqcV97xyduOWPQ9mKsIBHMIxuHABHlxDFepAIIQHeIJni1uP1ov1OivNWfOeffgj6/0HTnSQng==</latexit>

�R

Inverse



<latexit sha1_base64="TXFdgCjuJX4wEEqVkn9MJr4EObQ=">AAAB6XicbZDJSgNBEIZr4hbjFpebl8EgeAozgsvNgAc9JmIWSIbQ06lJmvT0DN09QhzyBJ4EBfHq3afwDTx59E3sLAdN/KHh4/+r6KryY86UdpwvK7OwuLS8kl3Nra1vbG7lt3dqKkokxSqNeCQbPlHImcCqZppjI5ZIQp9j3e9fjvL6HUrFInGrBzF6IekKFjBKtLEqN+18wSk6Y9nz4E6hcPFx/331vpeW2/nPVieiSYhCU06UarpOrL2USM0ox2GulSiMCe2TLjYNChKi8tLxoEP70DgdO4ikeULbY/d3R0pCpQahbypDontqNhuZ/2XNRAfnXspEnGgUdPJRkHBbR/Zoa7vDJFLNBwYIlczMatMekYRqc5tczlzBnd15HmrHRfe0eFJxC6USTJSFfTiAI3DhDEpwDWWoAgWEB3iCZ6tvPVov1uukNGNNe3bhj6y3H2/VkM0=</latexit>

R

<latexit sha1_base64="n1y21ToVPNtJ2qV7+j15l3S2hzw=">AAAB6nicbZA7SwNBFIXvRhPj+opa2gwGwcawK/goF2wsYzAPSJYwO5lNhszOLjOzQljSWlkJCqKlpf/Gyh9i7+RRaOKBgY9z7mXuvUHCmdKO82XlVlbzhbXiur2xubW9U9rda6g4lYTWScxj2QqwopwJWtdMc9pKJMVRwGkzGF5N8uYdlYrF4laPEupHuC9YyAjWxqqd1LqlslNxpkLL4M6h7BXevsXHfb7aLX12ejFJIyo04Viptusk2s+w1IxwOrY7qaIJJkPcp22DAkdU+dl00jE6Mk4PhbE0T2g0dX93ZDhSahQFpjLCeqAWs4n5X9ZOdXjpZ0wkqaaCzD4KU450jCZrox6TlGg+MoCJZGZWRAZYYqLNcWzbXMFd3HkZGqcV97xyduOWPQ9mKsIBHMIxuHABHlxDFepAIIQHeIJni1uP1ov1OivNWfOeffgj6/0HTnSQng==</latexit>

�R

Inverse
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• Consider an elliptic curve  over a finite field  
( ,  a prime number). 

E 𝔽q

q = pn p
• The discrete logarithm problem: given points  and  

on , find  such that .
P P̃

E k P̃ = kP
•   and  for which it is extremely difficult to find . ∃ E q k

   “Curve25519”: ,   y2 = x3 + 486662 x2 + x p = 2255 − 19

    requires more than  bit operations.2128

• The equivalent RSA version needs a key size of 3072 
bits.

Elliptic Curve Cryptography



• Shor’s algorithm is a quantum algorithm for 
finding the prime factors of an integer.  

• 1600 qubits would be enough to break 
Curve25519. 

• 6147 qubits are needed to break RSA-3072. 
• But Shor’s algorithm makes assumptions. 
• One assumption is that the group operation 

stays fixed throughout the algorithm.

Shor’s Algorithm



• Families of elliptic curves have symmetries, 
which preserve the family but change 
individual curves. 

• These are well known for integrable 
dynamical systems.

Changing Elliptic Curves



T

<latexit sha1_base64="c7YgEyGBQSsc1gisCK/EnQxape8=">AAAB63icbZDLSgMxFIbP1Fsdb62upJtgEVyVGRfVhYuCG5ct2lpoh5JJM21okhmSjFCGPoIrQUHc+jpuXOnTmF4W2vpD4OP/zyHnnDDhTBvP+3Jya+sbm1v5bXdnd2//oFA8bOk4VYQ2Scxj1Q6xppxJ2jTMcNpOFMUi5PQ+HF1P8/sHqjSL5Z0ZJzQQeCBZxAg21rrVPa9XKHsVbya0Cv4CyrVit/TdOP6o9wqf3X5MUkGlIRxr3fG9xAQZVoYRTiduN9U0wWSEB7RjUWJBdZDNRp2gU+v0URQr+6RBM/d3R4aF1mMR2kqBzVAvZ1Pzv6yTmugyyJhMUkMlmX8UpRyZGE33Rn2mKDF8bAETxeysiAyxwsTY67iuvYK/vPMqtM4rfrVSbfjl2hXMlYcSnMAZ+HABNbiBOjSBwAAe4RleHOE8Oa/O27w05yx6juCPnPcfXe+Qhg==</latexit>s0<latexit sha1_base64="mxmCw1CUsMBS+0GQ0OCXuGauyxU=">AAAB63icbZDLSgMxFIbP1Fsdb62upJtgEVyVGRfVhYuCG5ct2lpoh5JJM21okhmSjFCGPoIrQUHc+jpuXOnTmF4W2vpD4OP/zyHnnDDhTBvP+3Jya+sbm1v5bXdnd2//oFA8bOk4VYQ2Scxj1Q6xppxJ2jTMcNpOFMUi5PQ+HF1P8/sHqjSL5Z0ZJzQQeCBZxAg21rrVPb9XKHsVbya0Cv4CyrVit/TdOP6o9wqf3X5MUkGlIRxr3fG9xAQZVoYRTiduN9U0wWSEB7RjUWJBdZDNRp2gU+v0URQr+6RBM/d3R4aF1mMR2kqBzVAvZ1Pzv6yTmugyyJhMUkMlmX8UpRyZGE33Rn2mKDF8bAETxeysiAyxwsTY67iuvYK/vPMqtM4rfrVSbfjl2hXMlYcSnMAZ+HABNbiBOjSBwAAe4RleHOE8Oa/O27w05yx6juCPnPcfX3SQhw==</latexit>s1

<latexit sha1_base64="pus3eTZ75kNLV+TRI8+UjGVuWk0=">AAAB63icbZDLSgMxFIbP1Fsdb62upJtgEVyVmS6qCxcFNy5btBdoh5JJ0zY0yQxJRihDH8GVoCBufR03rvRpTC8Lbf0h8PH/55BzThhzpo3nfTmZjc2t7Z3srru3f3B4lMsfN3WUKEIbJOKRaodYU84kbRhmOG3HimIRctoKxzezvPVAlWaRvDeTmAYCDyUbMIKNte50r9zLFb2SNxdaB38JxWq+W/iun37UernPbj8iiaDSEI617vhebIIUK8MIp1O3m2gaYzLGQ9qxKLGgOkjno07RuXX6aBAp+6RBc/d3R4qF1hMR2kqBzUivZjPzv6yTmMFVkDIZJ4ZKsvhokHBkIjTbG/WZosTwiQVMFLOzIjLCChNjr+O69gr+6s7r0CyX/EqpUveL1WtYKAsFOIML8OESqnALNWgAgSE8wjO8OMJ5cl6dt0Vpxln2nMAfOe8/YPmQiA==</latexit>s2

<latexit sha1_base64="LDZBsbvCtVfJLq3uxGV/0kDHfyQ=">AAAB63icbZDLSgMxFIbPeK31VnUpSLAIrsqMi+pCsODGZYv2Au1QMmmmDU0yQ5IRytClS1eCgrj1Hdz6DK58Bn0I08tCW38IfPz/OeScE8ScaeO6n87C4tLyympmLbu+sbm1ndvZrekoUYRWScQj1QiwppxJWjXMcNqIFcUi4LQe9C9Hef2WKs0ieWMGMfUF7koWMoKNta5bMWvn8m7BHQvNgzeF/MX7193BW+W73M59tDoRSQSVhnCsddNzY+OnWBlGOB1mW4mmMSZ93KVNixILqv10POoQHVmng8JI2ScNGru/O1IstB6IwFYKbHp6NhuZ/2XNxIRnfspknBgqyeSjMOHIRGi0N+owRYnhAwuYKGZnRaSHFSbGXiebtVfwZneeh9pJwSsWihUvXzqHiTKwD4dwDB6cQgmuoAxVINCFe3iEJ0c4D86z8zIpXXCmPXvwR87rD+qTkmI=</latexit>⇡

Affine Weyl group  
<latexit sha1_base64="tKYsAcJAauYPQHBrln7v+bQLSxY=">AAACGHicbVDLSgMxFM3UV62vUZeCBIvgopSZLqobpeDGZQX7gE4pmcxtG5rJDElGKaV/4cZ+iitBQdzqyr8x03ahrQdyOZxzLzf3+DFnSjvOt5VZWV1b38hu5ra2d3b37P2DuooSSaFGIx7Jpk8UcCagppnm0IwlkNDn0PAH16nfuAepWCTu9DCGdkh6gnUZJdpIHbvoPbAANOMB4Malx4noccCq4xRMcdNSKmAvZp6cOh077xSdKfAyceckXzl+SjGpduwvL4hoEoLQlBOlWq4T6/aISM0oh3HOSxTEhA5ID1qGChKCao+md43xqVEC3I2keULjqfp7YkRCpYahbzpDovtq0UvF/7xWorsX7RETcaJB0NmibsKxjnAaEg6YBKr50BBCJTN/xbRPJKHaRJnLmRTcxZuXSb1UdMvF8q2br1yhGbLoCJ2gM+Sic1RBN6iKaoiiR/SMXtGbNbFerHfrY9aaseYzh+gPrM8fS9KiMQ==</latexit>

fW = hs0, s1, s2,⇡i



• When ,  is the Hamiltonian for an associated 
dynamical system: the fourth Painlevé equation 

a = t k
PIV

PIV(α, β) : w′ ′ =
1

2w
(w′ )2 +

3w3

2
+ 4tw2 + 2(t2 − α)w +

β
w

Integrable System
<latexit sha1_base64="dnmoMzUrQxetwQhek+zNYB/wl3M="></latexit>

f(x, y) = y2 � x4 � 4a x3 � 4bx2 + 4kx� c2

<latexit sha1_base64="F7X7DgHJdmS/E8cPWJ7NTHXi9po="></latexit>8
><

>:

f 0
0 = f0(f1 � f2) + ↵0,

f 0
1 = f1(f2 � f0) + ↵1,

f 0
2 = f2(f0 � f1) + ↵2,

<latexit sha1_base64="HAyPoohMYv6Zk7J8uA9s2JafQjk="></latexit>

f 0
0 + f 0

1 + f 0
2 = ↵0 + ↵1 + ↵2,

= 1, w.l.o.g.



Define

Using
T1(a0) = a0 + 1, T1(a1) = a1 � 1, T1(a2) = a2

un = Tn
1 (f1), vn = Tn

1 (f0)

Discrete Dynamics

First discrete Painlevé equation (string equation). 

<latexit sha1_base64="fUgcVD9aC0QXz0VRbwW5DFHkDnk="></latexit>

wn+1 = �wn � wn�1 � 2t+
c0n+ c1 + c2(�1)n

wn
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wn+1 = �wn � wn�1 � 2t+
c0n+ c1 + c2(�1)n

wn



Define

Using
T1(a0) = a0 + 1, T1(a1) = a1 � 1, T1(a2) = a2

)

un = Tn
1 (f1), vn = Tn

1 (f0)

(
un + un+1 = t� vn � a0+n

vn

vn + vn�1 = t� un + a1�n
un

Discrete Dynamics

First discrete Painlevé equation (string equation). 

<latexit sha1_base64="fUgcVD9aC0QXz0VRbwW5DFHkDnk="></latexit>

wn+1 = �wn � wn�1 � 2t+
c0n+ c1 + c2(�1)n

wn

)



Key exchange protocol

• Alice and Bob agree on  
• Alice          Bob:               and parity of      
• Bob           Alice:               and parity of 

<latexit sha1_base64="DLJs/0OER+VpAFdULECamv6booY=">AAACCnicbVDLSsNAFJ34rPUVdSnI0CK4KCHporoMCOKygn1AG8JkMmmHTh7MTJQSuhJc+RPuXQkK4tY/cOWnuHPSdKGtB+ZyOOde5t7jJYwKaZpf2tLyyuraemmjvLm1vbOr7+23RZxyTFo4ZjHvekgQRiPSklQy0k04QaHHSMcbned+54ZwQePoWo4T4oRoENGAYiSV5OqwHyI59Dx44SY1eOuaebFqEBelbrh61TTMKeAisWakalce776P/Ljp6p99P8ZpSCKJGRKiZ5mJdDLEJcWMTMr9VJAE4REakJ6iEQqJcLLpJRN4rBQfBjFXL5Jwqv6eyFAoxDj0VGe+t5j3cvE/r5fK4MzJaJSkkkS4+ChIGZQxzGOBPuUESzZWBGFO1a4QDxFHWKrwymWVgjV/8yJp1w2rYTSurKptgwIlcAgq4ARY4BTY4BI0QQtgcA+ewAt41R60Z+1Ney9al7TZzAH4A+3jBxTHmsI=</latexit>

Fp, w0, w1, c1, c2.

<latexit sha1_base64="++Gi77/HasHJ30HYQdWZ+Oym3Gc=">AAAB9HicbVDLSgMxFE181vFVdekmWAQXWmZEqsuKmy4r2Ae0w5BJM21okhmSTEsZ+huuBAVx68+4cutPuDV9LLT1wIXDOfdy7z1hwpk2rvsJV1bX1jc2c1vO9s7u3n7+4LCu41QRWiMxj1UzxJpyJmnNMMNpM1EUi5DTRti/m/iNAVWaxfLBjBLqC9yVLGIEGyu1h0EmLrzxORoGIsgX3KI7BVom3pwUyujqS1TgdzXIf7Q7MUkFlYZwrHXLcxPjZ1gZRjgdO+1U0wSTPu7SlqUSC6r9bHrzGJ1apYOiWNmSBk3V3xMZFlqPRGg7BTY9vehNxP+8VmqiGz9jMkkNlWS2KEo5MjGaBIA6TFFi+MgSTBSztyLSwwoTY2NyHJuCt/jzMqlfFr1SsXRv47gFM+TAMTgBZ8AD16AMKqAKaoCABDyCZ/ACB/AJvsK3WesKnM8cgT+A7z/t7JRT</latexit>wm�1, wm

<latexit sha1_base64="de91SgKuKvCc1B+f5kRElfVq50w=">AAAB9HicbVDLSgMxFE181vFVdekmWAQXWmZEqsuKmy4r2Ae0w5BJM21okhmSTEsZ+huuBAVx68+4cutPuDV9LLT1wIXDOfdy7z1hwpk2rvsJV1bX1jc2c1vO9s7u3n7+4LCu41QRWiMxj1UzxJpyJmnNMMNpM1EUi5DTRti/m/iNAVWaxfLBjBLqC9yVLGIEGyu1h0EmL7zxORoGMsgX3KI7BVom3pwUyujqS1TgdzXIf7Q7MUkFlYZwrHXLcxPjZ1gZRjgdO+1U0wSTPu7SlqUSC6r9bHrzGJ1apYOiWNmSBk3V3xMZFlqPRGg7BTY9vehNxP+8VmqiGz9jMkkNlWS2KEo5MjGaBIA6TFFi+MgSTBSztyLSwwoTY2NyHJuCt/jzMqlfFr1SsXTvFcq3YIYcOAYn4Ax44BqUQQVUQQ0QkIBH8Axe4AA+wVf4NmtdgfOZI/AH8P0H8U6UVg==</latexit>wn�1, wn
<latexit sha1_base64="N4+kWf5VvDUm47lXN9ZWbM6YTmE=">AAAB6XicbZC7SgNBFIbPxltcb1FLm8UgpAq7FtHOiI1lAuYCSQizk7PJkNnZZWZWCEuewEIEBbH1TRSfwMoHsXdyKTTxh4GP/z+HOef4MWdKu+6XlVlZXVvfyG7aW9s7u3u5/YO6ihJJsUYjHsmmTxRyJrCmmebYjCWS0OfY8IdXk7xxi1KxSNzoUYydkPQFCxgl2lhV0c3l3aI7lbMM3hzyFx9v9+3C93ulm/ts9yKahCg05USplufGupMSqRnlOLbbicKY0CHpY8ugICGqTjoddOycGKfnBJE0T2hn6v7uSEmo1Cj0TWVI9EAtZhPzv6yV6OC8kzIRJxoFnX0UJNzRkTPZ2ukxiVTzkQFCJTOzOnRAJKHa3Ma2zRW8xZ2XoX5a9ErFUtXNly9hpiwcwTEUwIMzKMM1VKAGFBDu4BGerKH1YD1bL7PSjDXvOYQ/sl5/AITDkZk=</latexit>n

<latexit sha1_base64="4QX9PP9xXXwC9FVQ3Q+9u1iOMbw=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJF6KrMuKjurLhx2YK9QFtKJs20oUlmSDJCGfoELkRQELe+ieITuPJB3JteFtr6Q+Dj/88h55wg5kwbz/tyMiura+sb2U13a3tndy+3f1DXUaIIrZGIR6oZYE05k7RmmOG0GSuKRcBpIxheTfLGLVWaRfLGjGLaEbgvWcgINtaqim4u7xW9qdAy+HPIX3y83bcL3++Vbu6z3YtIIqg0hGOtW74Xm06KlWGE07HbTjSNMRniPm1ZlFhQ3Umng47RiXV6KIyUfdKgqfu7I8VC65EIbKXAZqAXs4n5X9ZKTHjeSZmME0MlmX0UJhyZCE22Rj2mKDF8ZAETxeysiAywwsTY27iuvYK/uPMy1E+LfqlYqnr58iXMlIUjOIYC+HAGZbiGCtSAAIU7eIQnZ+g8OM/Oy6w048x7DuGPnNcfgz6RmA==</latexit>m

• Alice iterates           times  
• Bob iterates            times<latexit sha1_base64="X8L+vLbyq5YZ1YYzWc1yTBOUVxQ=">AAAB73icbVDJSgNBEO2JWxy3qMcgNgbBg4YZD9GLEPHiMYJZIBlCT6cnadLL2N2jhCH+gydBQbz6PTn5N3aWgyY+KHi8V0VVvTBmVBvP+3YyS8srq2vZdXdjc2t7J7e7V9MyUZhUsWRSNUKkCaOCVA01jDRiRRAPGamH/ZuxX38kSlMp7s0gJgFHXUEjipGxUv2pLU4hP2vnCl7RmwAuEn9GCuX84Ug+Xx1U2rlRqyNxwokwmCGtm74XmyBFylDMyNBtJZrECPdRlzQtFYgTHaSTc4fw2CodGEllSxg4UX9PpIhrPeCh7eTI9PS8Nxb/85qJiS6DlIo4MUTg6aIoYdBIOP4ddqgi2LCBJQgram+FuIcUwsYm5Lo2BX/+50VSOy/6pWLpzsZxDabIgjw4AifABxegDG5BBVQBBn3wAt7Au/PgvDofzue0NePMZvbBHzhfP16jkZQ=</latexit>wn,m�

<latexit sha1_base64="BC7P922+A4wEBJ3THs8D1dH+384=">AAAB73icbVDJSgNBEO2JWxy3qMcgNgbBg4YZD9GLEPHiMYJZIBlCT6cnadLL2N2jhCH+gydBQbz6PTn5N3aWgyY+KHi8V0VVvTBmVBvP+3YyS8srq2vZdXdjc2t7J7e7V9MyUZhUsWRSNUKkCaOCVA01jDRiRRAPGamH/ZuxX38kSlMp7s0gJgFHXUEjipGxUv2pzU+hOGvnCl7RmwAuEn9GCuX84Ug+Xx1U2rlRqyNxwokwmCGtm74XmyBFylDMyNBtJZrECPdRlzQtFYgTHaSTc4fw2CodGEllSxg4UX9PpIhrPeCh7eTI9PS8Nxb/85qJiS6DlIo4MUTg6aIoYdBIOP4ddqgi2LCBJQgram+FuIcUwsYm5Lo2BX/+50VSOy/6pWLpzsZxDabIgjw4AifABxegDG5BBVQBBn3wAt7Au/PgvDofzue0NePMZvbBHzhfP16gkZQ=</latexit>wm, n�

Assume  
<latexit sha1_base64="oDuRBZBAThaVwlEssbjZR/zH6aQ=">AAAB7XicbVA9SwNBEJ3zM8av+FXZLAbBKtxZRBshYmMjRPCSQHKEvc1esmRv99jdE8KR2tJKUBBb/T+C4L9x81Fo4oOBx3szzMwLE860cd1vZ2FxaXllNbeWX9/Y3Nou7OzWtEwVoT6RXKpGiDXlTFDfMMNpI1EUxyGn9bB/NfLr91RpJsWdGSQ0iHFXsIgRbKzkk7Z74bYLRbfkjoHmiTclxcrBfu/h4+um2i58tjqSpDEVhnCsddNzExNkWBlGOB3mW6mmCSZ93KVNSwWOqQ6y8bFDdGyVDoqksiUMGqu/JzIcaz2IQ9sZY9PTs95I/M9rpiY6DzImktRQQSaLopQjI9Hoc9RhihLDB5Zgopi9FZEeVpgYm08+b1PwZn+eJ7XTklculW9tHJcwQQ4O4QhOwIMzqMA1VMEHAgwe4RleHOk8Oa/O26R1wZnO7MEfOO8/mjGRRA==</latexit>

c0 = 0

<latexit sha1_base64="YpmZeAC/R3QwjdV2BNqfbuUrqHE=">AAAB/XicbVDLSgMxFM3UVx1fo126CRZBEMqMSHVZcdNlFfuAdhgyadqGJpkhyViGofgprgQFceuHuHLrT7g1fSy09cCFwzn3cu89Ycyo0q77aeVWVtfWN/Kb9tb2zu6es3/QUFEiManjiEWyFSJFGBWkrqlmpBVLgnjISDMcXk/85j2RikbiTqcx8TnqC9qjGGkjBU6hc0v7A42kjEZwFGT8VIwDp+iW3CngMvHmpFiB51+8an3XAuej041wwonQmCGl2p4baz9DUlPMyNjuJIrECA9Rn7QNFYgT5WfT48fw2Chd2IukKaHhVP09kSGuVMpD08mRHqhFbyL+57UT3bv0MyriRBOBZ4t6CYM6gpMkYJdKgjVLDUFYUnMrxAMkEdYmL9s2KXiLPy+TxlnJK5fKNyaOKzBDHhyCI3ACPHABKqAKaqAOMEjBI3gGL9aD9WS9Wm+z1pw1nymAP7DefwCfHJgb</latexit>) wm+n

<latexit sha1_base64="el5RuZQ8DJsCBCcK/wQy7sEe0Jc=">AAAB6nicbVDLSsNAFL2prxofrbp0M1h8rErSReuy4MZlLfYBTSiT6aQdOpmEmYlQQv/AlaAgbv0V8QNc+TdOHwttPXDhcM693HtPkHCmtON8W7mNza3tnfyuvbd/cFgoHh23VZxKQlsk5rHsBlhRzgRtaaY57SaS4ijgtBOMb2Z+54FKxWJxrycJ9SM8FCxkBGsjNb1pv1hyys4caJ24S1KqV7zLz4+LQqNf/PIGMUkjKjThWKme6yTaz7DUjHA6tb1U0QSTMR7SnqECR1T52fzSKTo3ygCFsTQlNJqrvycyHCk1iQLTGWE9UqveTPzP66U6vPYzJpJUU0EWi8KUIx2j2dtowCQlmk8MwUQycysiIywx0SYc2zYpuKs/r5N2pexWy9U7E0cTFsjDKZzBFbhQgzrcQgNaQCCER3iGF4tbT9ar9bZozVnLmRP4A+v9B9GrkEQ=</latexit>

}



Key exchange protocol

• Alice and Bob agree on  
• Alice          Bob:               and parity of      
• Bob           Alice:               and parity of 

<latexit sha1_base64="DLJs/0OER+VpAFdULECamv6booY=">AAACCnicbVDLSsNAFJ34rPUVdSnI0CK4KCHporoMCOKygn1AG8JkMmmHTh7MTJQSuhJc+RPuXQkK4tY/cOWnuHPSdKGtB+ZyOOde5t7jJYwKaZpf2tLyyuraemmjvLm1vbOr7+23RZxyTFo4ZjHvekgQRiPSklQy0k04QaHHSMcbned+54ZwQePoWo4T4oRoENGAYiSV5OqwHyI59Dx44SY1eOuaebFqEBelbrh61TTMKeAisWakalce776P/Ljp6p99P8ZpSCKJGRKiZ5mJdDLEJcWMTMr9VJAE4REakJ6iEQqJcLLpJRN4rBQfBjFXL5Jwqv6eyFAoxDj0VGe+t5j3cvE/r5fK4MzJaJSkkkS4+ChIGZQxzGOBPuUESzZWBGFO1a4QDxFHWKrwymWVgjV/8yJp1w2rYTSurKptgwIlcAgq4ARY4BTY4BI0QQtgcA+ewAt41R60Z+1Ney9al7TZzAH4A+3jBxTHmsI=</latexit>

Fp, w0, w1, c1, c2.

<latexit sha1_base64="++Gi77/HasHJ30HYQdWZ+Oym3Gc=">AAAB9HicbVDLSgMxFE181vFVdekmWAQXWmZEqsuKmy4r2Ae0w5BJM21okhmSTEsZ+huuBAVx68+4cutPuDV9LLT1wIXDOfdy7z1hwpk2rvsJV1bX1jc2c1vO9s7u3n7+4LCu41QRWiMxj1UzxJpyJmnNMMNpM1EUi5DTRti/m/iNAVWaxfLBjBLqC9yVLGIEGyu1h0EmLrzxORoGIsgX3KI7BVom3pwUyujqS1TgdzXIf7Q7MUkFlYZwrHXLcxPjZ1gZRjgdO+1U0wSTPu7SlqUSC6r9bHrzGJ1apYOiWNmSBk3V3xMZFlqPRGg7BTY9vehNxP+8VmqiGz9jMkkNlWS2KEo5MjGaBIA6TFFi+MgSTBSztyLSwwoTY2NyHJuCt/jzMqlfFr1SsXRv47gFM+TAMTgBZ8AD16AMKqAKaoCABDyCZ/ACB/AJvsK3WesKnM8cgT+A7z/t7JRT</latexit>wm�1, wm

<latexit sha1_base64="de91SgKuKvCc1B+f5kRElfVq50w=">AAAB9HicbVDLSgMxFE181vFVdekmWAQXWmZEqsuKmy4r2Ae0w5BJM21okhmSTEsZ+huuBAVx68+4cutPuDV9LLT1wIXDOfdy7z1hwpk2rvsJV1bX1jc2c1vO9s7u3n7+4LCu41QRWiMxj1UzxJpyJmnNMMNpM1EUi5DTRti/m/iNAVWaxfLBjBLqC9yVLGIEGyu1h0EmL7zxORoGMsgX3KI7BVom3pwUyujqS1TgdzXIf7Q7MUkFlYZwrHXLcxPjZ1gZRjgdO+1U0wSTPu7SlqUSC6r9bHrzGJ1apYOiWNmSBk3V3xMZFlqPRGg7BTY9vehNxP+8VmqiGz9jMkkNlWS2KEo5MjGaBIA6TFFi+MgSTBSztyLSwwoTY2NyHJuCt/jzMqlfFr1SsXTvFcq3YIYcOAYn4Ax44BqUQQVUQQ0QkIBH8Axe4AA+wVf4NmtdgfOZI/AH8P0H8U6UVg==</latexit>wn�1, wn
<latexit sha1_base64="N4+kWf5VvDUm47lXN9ZWbM6YTmE=">AAAB6XicbZC7SgNBFIbPxltcb1FLm8UgpAq7FtHOiI1lAuYCSQizk7PJkNnZZWZWCEuewEIEBbH1TRSfwMoHsXdyKTTxh4GP/z+HOef4MWdKu+6XlVlZXVvfyG7aW9s7u3u5/YO6ihJJsUYjHsmmTxRyJrCmmebYjCWS0OfY8IdXk7xxi1KxSNzoUYydkPQFCxgl2lhV0c3l3aI7lbMM3hzyFx9v9+3C93ulm/ts9yKahCg05USplufGupMSqRnlOLbbicKY0CHpY8ugICGqTjoddOycGKfnBJE0T2hn6v7uSEmo1Cj0TWVI9EAtZhPzv6yV6OC8kzIRJxoFnX0UJNzRkTPZ2ukxiVTzkQFCJTOzOnRAJKHa3Ma2zRW8xZ2XoX5a9ErFUtXNly9hpiwcwTEUwIMzKMM1VKAGFBDu4BGerKH1YD1bL7PSjDXvOYQ/sl5/AITDkZk=</latexit>n

<latexit sha1_base64="4QX9PP9xXXwC9FVQ3Q+9u1iOMbw=">AAAB6XicbZDLSgMxFIbP1Fsdb1WXboJF6KrMuKjurLhx2YK9QFtKJs20oUlmSDJCGfoELkRQELe+ieITuPJB3JteFtr6Q+Dj/88h55wg5kwbz/tyMiura+sb2U13a3tndy+3f1DXUaIIrZGIR6oZYE05k7RmmOG0GSuKRcBpIxheTfLGLVWaRfLGjGLaEbgvWcgINtaqim4u7xW9qdAy+HPIX3y83bcL3++Vbu6z3YtIIqg0hGOtW74Xm06KlWGE07HbTjSNMRniPm1ZlFhQ3Umng47RiXV6KIyUfdKgqfu7I8VC65EIbKXAZqAXs4n5X9ZKTHjeSZmME0MlmX0UJhyZCE22Rj2mKDF8ZAETxeysiAywwsTY27iuvYK/uPMy1E+LfqlYqnr58iXMlIUjOIYC+HAGZbiGCtSAAIU7eIQnZ+g8OM/Oy6w048x7DuGPnNcfgz6RmA==</latexit>m

• Alice iterates           times  
• Bob iterates            times<latexit sha1_base64="X8L+vLbyq5YZ1YYzWc1yTBOUVxQ=">AAAB73icbVDJSgNBEO2JWxy3qMcgNgbBg4YZD9GLEPHiMYJZIBlCT6cnadLL2N2jhCH+gydBQbz6PTn5N3aWgyY+KHi8V0VVvTBmVBvP+3YyS8srq2vZdXdjc2t7J7e7V9MyUZhUsWRSNUKkCaOCVA01jDRiRRAPGamH/ZuxX38kSlMp7s0gJgFHXUEjipGxUv2pLU4hP2vnCl7RmwAuEn9GCuX84Ug+Xx1U2rlRqyNxwokwmCGtm74XmyBFylDMyNBtJZrECPdRlzQtFYgTHaSTc4fw2CodGEllSxg4UX9PpIhrPeCh7eTI9PS8Nxb/85qJiS6DlIo4MUTg6aIoYdBIOP4ddqgi2LCBJQgram+FuIcUwsYm5Lo2BX/+50VSOy/6pWLpzsZxDabIgjw4AifABxegDG5BBVQBBn3wAt7Au/PgvDofzue0NePMZvbBHzhfP16jkZQ=</latexit>wn,m�

<latexit sha1_base64="BC7P922+A4wEBJ3THs8D1dH+384=">AAAB73icbVDJSgNBEO2JWxy3qMcgNgbBg4YZD9GLEPHiMYJZIBlCT6cnadLL2N2jhCH+gydBQbz6PTn5N3aWgyY+KHi8V0VVvTBmVBvP+3YyS8srq2vZdXdjc2t7J7e7V9MyUZhUsWRSNUKkCaOCVA01jDRiRRAPGamH/ZuxX38kSlMp7s0gJgFHXUEjipGxUv2pzU+hOGvnCl7RmwAuEn9GCuX84Ug+Xx1U2rlRqyNxwokwmCGtm74XmyBFylDMyNBtJZrECPdRlzQtFYgTHaSTc4fw2CodGEllSxg4UX9PpIhrPeCh7eTI9PS8Nxb/85qJiS6DlIo4MUTg6aIoYdBIOP4ddqgi2LCBJQgram+FuIcUwsYm5Lo2BX/+50VSOy/6pWLpzsZxDabIgjw4AifABxegDG5BBVQBBn3wAt7Au/PgvDofzue0NePMZvbBHzhfP16gkZQ=</latexit>wm, n�

Assume  
<latexit sha1_base64="oDuRBZBAThaVwlEssbjZR/zH6aQ=">AAAB7XicbVA9SwNBEJ3zM8av+FXZLAbBKtxZRBshYmMjRPCSQHKEvc1esmRv99jdE8KR2tJKUBBb/T+C4L9x81Fo4oOBx3szzMwLE860cd1vZ2FxaXllNbeWX9/Y3Nou7OzWtEwVoT6RXKpGiDXlTFDfMMNpI1EUxyGn9bB/NfLr91RpJsWdGSQ0iHFXsIgRbKzkk7Z74bYLRbfkjoHmiTclxcrBfu/h4+um2i58tjqSpDEVhnCsddNzExNkWBlGOB3mW6mmCSZ93KVNSwWOqQ6y8bFDdGyVDoqksiUMGqu/JzIcaz2IQ9sZY9PTs95I/M9rpiY6DzImktRQQSaLopQjI9Hoc9RhihLDB5Zgopi9FZEeVpgYm08+b1PwZn+eJ7XTklculW9tHJcwQQ4O4QhOwIMzqMA1VMEHAgwe4RleHOk8Oa/O26R1wZnO7MEfOO8/mjGRRA==</latexit>

c0 = 0

<latexit sha1_base64="YpmZeAC/R3QwjdV2BNqfbuUrqHE=">AAAB/XicbVDLSgMxFM3UVx1fo126CRZBEMqMSHVZcdNlFfuAdhgyadqGJpkhyViGofgprgQFceuHuHLrT7g1fSy09cCFwzn3cu89Ycyo0q77aeVWVtfWN/Kb9tb2zu6es3/QUFEiManjiEWyFSJFGBWkrqlmpBVLgnjISDMcXk/85j2RikbiTqcx8TnqC9qjGGkjBU6hc0v7A42kjEZwFGT8VIwDp+iW3CngMvHmpFiB51+8an3XAuej041wwonQmCGl2p4baz9DUlPMyNjuJIrECA9Rn7QNFYgT5WfT48fw2Chd2IukKaHhVP09kSGuVMpD08mRHqhFbyL+57UT3bv0MyriRBOBZ4t6CYM6gpMkYJdKgjVLDUFYUnMrxAMkEdYmL9s2KXiLPy+TxlnJK5fKNyaOKzBDHhyCI3ACPHABKqAKaqAOMEjBI3gGL9aD9WS9Wm+z1pw1nymAP7DefwCfHJgb</latexit>) wm+n

<latexit sha1_base64="el5RuZQ8DJsCBCcK/wQy7sEe0Jc=">AAAB6nicbVDLSsNAFL2prxofrbp0M1h8rErSReuy4MZlLfYBTSiT6aQdOpmEmYlQQv/AlaAgbv0V8QNc+TdOHwttPXDhcM693HtPkHCmtON8W7mNza3tnfyuvbd/cFgoHh23VZxKQlsk5rHsBlhRzgRtaaY57SaS4ijgtBOMb2Z+54FKxWJxrycJ9SM8FCxkBGsjNb1pv1hyys4caJ24S1KqV7zLz4+LQqNf/PIGMUkjKjThWKme6yTaz7DUjHA6tb1U0QSTMR7SnqECR1T52fzSKTo3ygCFsTQlNJqrvycyHCk1iQLTGWE9UqveTPzP66U6vPYzJpJUU0EWi8KUIx2j2dtowCQlmk8MwUQycysiIywx0SYc2zYpuKs/r5N2pexWy9U7E0cTFsjDKZzBFbhQgzrcQgNaQCCER3iGF4tbT9ar9bZozVnLmRP4A+v9B9GrkEQ=</latexit>

}

Diffie-Hellman, 1976

Shared key

Exponentially hard to 
decode… 



• Shor’s algorithm assumes that the group generator  
is constant. 

• In our case,  is changing from curve to curve. 
• A quantum-proof algorithm arises from dPI, but it 

is , which is not as efficient as ECC.

g

g

𝒪(n)

Questions:  
1. Can Shor’s algorithm be extended to such cases?   
2. Can the complexity of the discrete logarithm 

problem in initial-value space be reduced?

Implications


